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ontrols Defined

i

a&(ﬂ&lances” against:

4’,uure

e Serve as the first line of defense to prevent
and detect fraud
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I ﬁ\(l)nent ofi operations
Ities occurring

that assets andl resources are being
safeguarded
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Need Controls?

ndards of performance
N i 1. ’
- » AssUre compliance

* Preserve
 Eliminate adverse publicity and public confidence
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WWESIE=exteVageiCareless, ol needless expenditure
PitIgEsIeIptiIe; costimplion of property resulting from
systems, co‘htrols, or decisions

* Mismanagement - covers acts ofi waste and abuse;
also, abuse of authority
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uences of
nal Controls

=ratid=ardeliberate deception perpetrated for
UmiEvyiul or unfalr gain.

A representatl

abouta

that Is by the victim
wherein the victim suffers
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-r d Is Detected

Other
49%

(accidental discovery, confession)

Source: Assoclation of Certified Fraud Examiners
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commit fraud
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e Susceptible
raud

ONUEIIZAUEIST e pressure:
S(ESEVOIK dC time
SIVilnmize

s[REdUICE interest payments
BE riesponsive to customer
-Reduce the cost of operations
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trol

ittlelor no recognition of achievements
— Personal financial worries/greed
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fefor) _ 3
Cooneineaon %‘ nte&ation of
hundnedsiof reforr | Initiatives

! creased vulr erability to waste, fraud,
mismanagement

DoD can best mitigate increased risk with

Improved, not eliminated, internal
controls
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Source: Association of Certified Fraud Examiners
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i mits Fraud?

ient, employees,
0 have access to

Source: Association of Certified Fraud Examiners
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ndividual
[Coss by Gender

e 1000

& — Female

Source: Association of Certified Fraud Examiners
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$50,000
$0

<25 26-30 31-35 36-40 41-50 51-60 60+

Source: Association of Certified Fraud Examiners
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dian LLoss by
al LLevels

High College Post
School Graduate

Source: Association of Certified Fraud Examiners
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KINEWIEAQE! 0]
s used to commit a crime

#

Source: Association of Certified Fraud Examiners 0
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F “breaks” Into the cc

WILISIOB LI EVE] PIIVI

The criminal breaks into and steals your valuables

Source: Defense Criminal Investigative Services
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The vandal throws paint on the house

Source: Defense Criminal Investigative Services
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CAT 3

The fence (firewall/or other security
measures) keeps the hacker out

Source: Defense Criminal Investigative Services
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CAT 4

WVOIHENES S NpUters using port 24

10 Windows and 1 door

= wjrw | Y | . . oo > .I.Il.
- HE B2 EE
[ m “S

Source: Defense Criminal Investigative Services
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CAT 5

The windows In that house are unlocked

Source: Defense Criminal Investigative Services
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Source: Association of Certified Fraud Examiners
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Source: Defense Criminal Investigative Services
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Initial warnings that
show a need for further
review
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ries of Red Flags

Si gase of alcohol or drugs
— uUndue family/community expectations
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(@ ojsENsuligliLy
= POCININLEIFEI olsﬁ accounting records

— Inadeguate training
— dishonest management
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Sive Recreational Property

— Qutside Investments
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Be Done?

— Internal Review Program
— Penalties
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" es firom the Top

Senior
Management

Must Aggressively
Seek Out Possible
Fraudulent
Conduct Instead
ofi Waiting for
Instances to Come
Sl to Their Attention
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ent Responsibility
1g to Fraud

e kr vﬁédge offany fraud that has
Irrediwithin or against the agency
— Have procedures in place to address risks
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AS IS Responding

’_T":Qn *_Fraud

Avestigative Service
| Def@@e Inspector General
npoﬁr Data Center
Audit Agency.
i
 Full'integration of former Operation Mongoose into IR

» Educating the workforce: Develop and present fraud
awareness briefings to all employees
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SUHENULIENING IS
OIOUIEINS

 Rating managers oniactions to maintain or improve
Internal controls

 Strengthening system controls and firewall security
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ic Business Fraud
ity Assessment Group

SIPEIISOIECNYAE E Defense Criminal
INVESHOAVE SErvice
& 1rr'en"£ SViEenn nt IS to Implement
and UiZeselectronic business processes
Gr up allows Defense Agencies to work

together to protect electronic business
processes against vulnerabilities to fraud
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- |Long-term C—jg_)TaJ. Establish partnership with
other DoD ancﬁs to address all aspects of
combating financial fraud ¢
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e fraudulent
.- ‘mancial assets

e Use's nhﬂt’ed technology
— Data Mining
e Respond to Ad Hoc requests
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should™not be accepted as just
~ another ost of doing business.

Source: Association of Certified Fraud Examiners
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